Disclaimer

The information provided in this Presentation is owned by Reed Business Information Limited (“RBI”). The contents
of this Presentation shall be treated as confidential and proprietary information and the Presentation should not be
shown, read or used by any third party other than “You’ and your ‘employees’on a need-to-know basis.

Ideas and concepts contained in this Presentation shall only'be used with RBI’s written permission. All intellectual
property rights in this Presentation remain vested in RBI and any references to third party trade names or trade
marks in our Presentation, save where expressly provided, is neither an assertion of ownership or representation of
an association with the owners of such trade names or trade marks.

The information contained.in this Presentation may be obtained from public sources and information that our
customers have provided to RBI. Any analysis, forecases, projections and opinions are based on such information
and RBI have not verified the accuracy and completeness of the information. In no event shall RBI be liable for any
indirect, consequential, special or .incidental damages which may arise from the use of the information, even if
advised of such possibility.

This Presentation is subject to contract and all warranties whether express or implied by statute, law or otherwise are
hereby disclaimed and excluded to the extent permitted at law. In the event that the scope of the services change,
this Presentation ‘may require corresponding amendments. Any rights and obligations that may arise under this
Presentation shall be governed by the laws of England and Wales and the Courts of England and Wales shall have
non-exclusive jurisdiction to adjudicate any disputes arising here under.




23 May 2019

y

guration

Firco Live Services
Securing your screeni licy and co
Screening Operatio s@ )

Quentin B
¥ M A

Product M

A 4

ACCUI I I accuity.com
Fircosoft Bankers

ALMANAC



Agenda

* Whatis Firco Live Services?

« What is Screening Operations Controller?
« Today's landscape

* Process presentation

« Demo

» Live Services solution suite: future state

« Q&A




What 1s Firco Live Services?

Visibility, command and control layer on the configuration across all screening hubs

% Centralised Secured Ability to Streamlined
process; process to respond to process &

% all-in-one tool ensure 7 live queries A resources
for distributed tile from internal | | based on risk
teams involved integrity auditors or and criticality

regulators
Maenitor and propose — Less More efficient
re endations to manual testing capabilities
. improve performance tasks

ACCUITY




Live Services — Screening Operations Controller

» First module of a complete solution
> Fill the gap between Ultilities and the filter

Single platform communicating to and from screening engines

v Centralize the filters configuration (Lists, exceptions, rules, resources file)
v Validate, test, and feed configuration and its changes

v Monitor screening in production

v Conduct forensic analysis




Firco Live Services - today’s landscape

FIRCO BAM l

Real time monitoring
of Continuity
transaction screening

+ Retrieve list from provider k
- Create/modify private list
- Create/modify exceptions

- Resources file
- TBC CWL

Updates » Data sample

- Handle format problem Export all lists in 1 KZ
- Apply patches or Export only changed
. TBC lists in 1 KZ

FMM

Firco Live Services:

Screening Operations Controller
FLV or FFF Classic | % e —
Firco

- Unitary test of the rules

Rule file
(via FML)

Continuity

\/K-Loopuntil readyj\

FLV or FFF Classic
Sandbox for configuration testing:

FML ist i

- Create/edit Rules . Nzx lrlj;[elg e

+ Export rule file - New algorithm setting
- TBC . TBC




Process Presentation

Vendor Lists
Internal Lists

* Resources file
* Data sample

Exceptions Lists

Latest full lists

~- All Filters
v
T Watchlist
Delta i
: Latest Files
FMM Editor “*fmnsg“} Per list Ready
Impact Assessment Deployment
[ \——
for each data sample
fi Latest Rule 3
Rule file — full ruIesA} Delta Firco

(via FML)

Continuity

User & System Watchlist & Filter Configuration Live Filter
Action History Exception History History Configuration

Real-time Dashboards (progress tracking) ND

Process Automation (Upload, IA and Deployment) '0'




You may contact us for the Demo videos




Firco.Live Services
Solution Suite




Live Services - today’s landscape

- Resources file
FLS and . COang file

Filters
EE

- Retrieve list from provider GWL Updates - Data sample

- Create/modify private list
- Create/modify exceptions
- TBC

Audit « List History « Filter Configuration History ¢ Progress « Dashboards * KPIs

Export all lists

Firco
Continuity

in 1 KZ or Watchlist \ _ .
e Export-only. Update Configuration L“;Pa‘:t . glgnie‘)f:ated
- Handle format problem ohianged lists updates ses:m:er;l Dep|°3m fed
" Al eh i 1 -o—— Scalable
. Tg%y — gy - Rule ready — sandbox
Update ©— filters
FIOY or FEF Classic Rule file ready Firco Live Services:

- Unitary test of the rules

Screening Operations Controller

\/KLoop until readyj\

FLV or FFF Classic
- Sandbox for configuration testing:
» New listin KZ

FIRCO BAM

Real time monitoring of
Continuity transaction
screening

FML
- Create/edit Rules

« Export rule file . .
- TBC - New algorithm setting

- TBC

- New rules
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New module: Watchlist Manager

Expected release: 2020

+ Retrieve list from
provider

+ Create/ modify
private list

+ Create/ modify
exceptions

- TBC

FLV or FFF Classic
- Unitary test of the rules

\//‘Loopuntil readyJ/\

FML

- Create/edit Rules
- Export rule file

- TBC

- Resources file

- Config file
- Data sample

With WLM release, we will
announce FMM out of support

Filters

Watchlist Manager

* FMM replacement with
better capabilities

» Seamlessly integrated

with SOC
» First step toward
advanced version

) Upd
'P

Audit « List History ¢ Filter Configuration History  Progress « Dashboards

Watchlist
Update Configuration
updates
ready!
Rule
ate

-~

Screening Operations Controller

Impact
Assessment

-o—— Scalable

—0 sandbox
c filters

& Integrated
Deployment

Firco
Continuity

F

LV or FFF Classic

Sandbox for configuration testing:
+ New listin KZ

- New rules

- New algorithm setting

- TBC

FIRCO BAM

Real time monitoring of
Continuity transaction
screening



Firco Live Services further roadmap
(2021 onwards)

* Resources file
* Config File
» Data sample

* Retrieve
list from
provider
(including
FLS and
GWL)

* Create/modify
private list

* Create/modify
exceptions

*TBC

< Audit, List History, Filter Configuration History, Progress Dashboards, KPls

Screening Operations Controller
Alert if unexpected changes

* FMM replacement
» Advanced version:

& enrichment (replace patches)
* Record search and history
* TBC

) Watchlist
Watchlist Manager Update

« Store records modifications Rule
» Embed- Automated data cleaning Update

-~

Configuration Impact Deployment
Updates Assessment  Sign-off
-o— Scalable
BN =9 Sandbox
filters

Drive all Continuity configuration, Automation of the process,...

Sandbox filter for
new configuration
testing:

* New list in Kz

Rule Editor

Most of FML features and:

* Rule creation enhancement

« Validation workflow

* Rule request management * Newrules,

« KPIs on rules * New algo setting

+TBC « Using any file
deployed with the
tool

Simulation Manager (Replacing FLV)

» Comparing with

Tuning Request manager

Create validate and send tuning
requests

any IA performed

in the
deployment
process

Know Your Filter

* Save results to

compare

* Export results

* TBC

Tools and process to test
effectiveness of the filter and
compare 2 versions

Filters

Firco
Continuity




Summary: Unique benefits of Screening Operations Controller

Correspond to a critical need for ? Centralized management of the filter
/’ * Proof m configuration, with confidentiality of data kept
» Control

Reduces risk : Ease the list management

A * No more manual file handling to feed
screening engines,

- Secured process with configurable rights, AN
permissions and validation workflows to ﬁ
Avoid cost of error in production

g —
g —
D R —
avoid any intervention
l
. Replace internal cost to handle home made tools —
Impact Agsessment performance increased Mutualisation (eg. pool together/ mutual cost benefit)
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Questions




Thank you for your attention




Appendix




Hosting for global and local data

Headquarter
LS-Web Global Agent
LS-API A Local Agent
Audit -t Impact Assessment
Administration Filter Controller
2 Continuity
Country 1 Country 2

Local Agent ¥ Local Agent ! :
Impact Assessment ..,J ““‘J

Filter Controller

¢ Continuity

Impact Assessment

Filter Controller

¢ Continuity




Scalable Impact Assessment

Saqpb

75K trx

Sample

25K trx

v

Chunk

1

Chunk

——

2

_
Chunk

3

L

——

v

Filter
farm

<G <G < <G

Consolidated

results

\ 4

Review
results on
a single
interface




Performance — Test Results

e Context

1M messages data samples

5% of alert rate

5.2 hits per alerted messages in average
Kz SWIFT FLS, No rules in the rule file

Data Sample Slice 10k transactions

Data Sample Slice 50k transactions

Data Sample Slice 100k transactions

Transactions IA nodes |Execution time| Transactions IA nodes |Execution time| Transactions |IA nodes count|Execution time
count count (mm:ss) count count (mm:ss) count (mm:ss)
15 08:30 15 08:10 15 11:46
M 10 11:34 1M 10 10:08 M 10 11:46
5 17:23 5 15:48 17:49
35:31 26:50 29:47




Technical ground

» |nstalled on-premises
= Micro-service oriented
= SAML2 SSO

= Java 8 based with embedded Tomcat server




Components interactions

Live Services

Live Services

Filter Controller l l q
-
s Q\
Continuity N\ 1y —> Local Agent ——> Global Agent

Requester .é
Filter I
1 v

IA Controller LS-API <«——— LS-Web

Operators

Live Services Databases

i £ % L v S J—) Audit <
LS-API'  Administration Audit i ,_é' J
E Filter —> Administration

Global Agent Local Agent

Filter Controller

Apply screening context on live
screening platforms




Security

Having multiple services implies having a way to secure service to
service communication with a proper authorisation framework. We

support two kind of authorisation:

» HTTPS with mutual authentication
= \Here we authorise a particular client to reach our endpoint at the HTTPS level

= OAuth2
» Here we accept a wider range of client but require an access token

= This token can be validated against our OAuth2 server




Compatibility with other Firco Products

« Screening Operations Controller is compatible with
* Any release of Firco Ultilities

» Any version of the filter, except the Live Configuration feature which is
compatible only for Firco Filter 5.7 and abave




Prerequisites for a single instance

Software

= Linux RHEL7

= Java JRE 1.8

= QOracle 12c

= |E 11, Firefox 52ESR
= X509 certificate

= Support of AlX, Windows as OS
and Sql Server as DB forecast to
February 2019

Hardware

8 cores CPU

32GB RAM

100GB disk space
100GB database space




Implementation

» Workshop on Configuration

* Workshop on Roles and Permissions

« Customization of deployment scripts

» Scale Impact Assessment environment

 Phased approached
 For entities
* For lists/rules content
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